
© 2021 PHOENIX CONTACT PHOENIX CONTACT • P.O. BOX 4100 • HARRISBURG, PA 17111-0100
Phone: 800-888-7388 • 717-944-1300 • Technical Service: 800-322-3225 • Fax: 717-944-1625

Website: www.phoenixcontact.com

Customer profi le 
SKF is the world’s leading bearing and seal manufacturing company. The company 
manufactures and supplies bearings, seals, lubrication and lubrication systems, 
maintenance products, mechatronics products, and more in multiple factories around 
the world. 

Challenge
SKF adopted a new “Smart Factory” initiative that required a secure remote connectivity 
solution to collect data from the plant-fl oor network. SKF hoped to standardize on a 
solution that would work in all of its manufacturing facilities worldwide.  

The project involved broad representation from both the information technology (IT) 
and operational technology (OT) worlds. Initially, this caused some contention. 

“On the OT side of the house, they have their way of working, whereas on the IT side of 
the house, we have a di� erent philosophy with regards to security, networking, data, etc.,” 
said Mary DeAlba, Shop Floor Land Service Manager at SKF. “We had a spreadsheet with 
hundreds of requirements, both from the IT/security side and the OT side.” 

Security and safety 
were both high 
priorities. SKF 
needed an industrial 
solution with 
integrated NAT 
routing, IP 
addressing, and 
PROFINET. This 
would allow easy 
implementation into 
existing networks. 
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When the factories heard 

about the Secure Cloud 

portal and the secure remote 

access to do maintenance on 

their machines, they jumped 

on it right away.

– Mary DeAlba 
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They also wanted to upgrade the current infrastructure to 
industrial-grade with next-generation solutions. The system 
also had to comply with OSHA standards. 

Finally, they needed a provider who could coordinate training 
and implement the project globally.

Solution
The Phoenix Contact Automotive Vertical Market 
Development team worked closely with SKF to ensure 
the system met all of its needs. The team developed a custom 
“Shop Floor Network in a Box” solution for centralized and 
secure connectivity. Most of the components in the box were 
preconfi gured, so factory managers around the world just 
needed to make a few connections and change a few settings 
to get the system up and running. 

“When OT saw the willingness of IT to adopt some of the 
components that they were really fi ghting for, it started to 
create a level of trust between the two organizations, and 
that was important for this to be successful,” Mary stated. 

One of the fi rst things SKF deployed at multiple factories was 
the secure remote access solution using the mGuard VPN 
appliance. NAT functionality makes it easy to implement and 
integrate within the existing infrastructure. Along with the 
mGuard hardware, the mGuard Secure Cloud is at the center 
of the solution, providing highly secure, remote VPN access. 

“When the factories heard about the Secure Cloud portal and 
the secure remote access to do maintenance on their 
machines, they jumped on it right away. They were all about 
how quickly can we prepare this portal for SKF usage? What 
do we need in order to utilize this within our factories?”  Mary 
said. “This was a big demand from the OT side, but it also 
checked o�  some of our security boxes, because on the IT 
side, they wanted to ensure this remote access was secure. 
The VPN access, VPN Secure Cloud client, as well as the VPN 
tunnel that the mGuard uses and two-factor authentication all 
met the requirements from IT security.” 

A pushbutton switch on the cabinet door sends out 
notifi cations when the cabinet is opened. The network also 
includes an LED tower on top of the cabinet. If a maintenance 

person is servicing the cabinet remotely via the VPN tunnel, the 
LEDs fl ash. This line-of-sight visibility notifi es on-site workers 
that maintenance is occurring within the channel. It’s also a 
continuous reminder that the VPN tunnel is active, so the 
operator remembers to shut it o�  when done. These reminders 
help to meet the OSHA requirements. 

Results 
Phoenix Contact met SKF’s technical requirements and provided 
customized solutions. At one point, Phoenix Contact o� ered 
SKF more than 40 confi gurations, but after further defi ning of 
global standards, the team cut that number back to about 20. 
This controlled costs and complexity. The easy set-up and 
confi guration made this a cost-e� ective solution to implement 
worldwide.

But just as important, the Phoenix Contact Vertical Market 
Development team built strong relationships with SKF’s IT and 
OT sta� . SKF team members know they can rely on Phoenix 
Contact for service and support anywhere in the world. 

With the “Shop Floor Network in a Box,” SKF is on its way to 
implementing its new Smart Factory standards globally. 

Solution


